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This is John Jr. who owns an Apple Sorting Company NDUSTRIAL AUTOM.IXTIO
2 =)\ .

Our ROS solution is great,
but we need safety for
certification!

AR

John Jr.

IT Specialist
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John Jr. got the connection between ROS & PLC = Hybrid-OT System
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You successfully deployed your ROS robots in the industry

Why does one of my
machines not work
anymore?

Machines running
at customers side

i @
John Jr. i
L PLC + IPC
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What is going on in the black box called PLC?
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OEM
OT Specialist

PLC is okay!
But | don't understand
the IT stuff
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How can we fix those issues?

OT based
HMI is the way!

ROS based
diagnostics!

Macyy
BUILDE%E [

OT Expert

lotJuggler

Juggle with data
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Combined diagnostics approach as the solution
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OpenTelemetry with ROS

| heard OpenTelemetry before!
Ah yes, there is already a nice framework
for using OpenTelemetry with ROS ©

John Jr. ROSCon talk by Sergei Zobov (Circu Li-on):
ROS 2 x OpenTelemetry: End-to-End Observability for Robotics
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Look and Feel

M Data Source (O Prometheus ~ ™ SystemJob (D node-exporter ~  # Hostinstance © linux_host_system ~ ¢ @ Lastihour ~ > @ Cancel 5s v
*. Server Name (0 5d2flalSa504 ~ i Docker Hosts () Al X X v @® Containers (O All x X v
~ Host System - CPU / Memory / Disk Usage
CPULoad © RAM Used & CPU Cores RAM
1 4 29.is
| EPRL
~ Host System - Container Information
Container CPU Usage (% by Core)
400% Name Max Mean ~
e = apple_detection 360% 315%
web_rviz 82.7% 79.5%
300% = alloy 85.4% 29.4%
realsense_camera 38.7% 27.5%
250%
loki 31.8% 4.49%
200% == rosie_demonstrator_1_showcase 2.50% 2.22%
prometheus 3.14% 2.17%
— — grafana 128%  2.03%
100% srl_manager 0.975%  0.596%
f robot_description 0.931%  0.566%
50% I \\ srl_joint_publisher 0.901%  0.554%
0% / otel-collector 0.220% 0.176%
08:45 08:50 08:55 09:00 09:05 08:10 08:15 09:20 09:25 09:30 09:35 09:40 application 0.0401%  0.0397%

realsense_camera ©

[WARN] [1763541639.473628828] [rmw_cyclonedds_cpp]: Failed to parse type hash for topic 'rt/parameter_events’ with

[realsense2_camera_node-1] [WARN] [1763541639.472795848] [rmw_cyclonedds_cpp]: Failed to parse type hash for topic 'rt/parameter_events' with

[realsense2_camera_node-1] [WARN] [1763541639.466611437] [rmw_cyclonedds_cpp]: Failed to parse type hash for topic 'rt/rosout’ with type

rel

[rmw_cyclonedds_cpp] : Failed to parse type hash for topic 'rt/apple_color_detection’

> 26825-11-19 @9:40:39.474 |[realsense2_camera_node-1]
type 'rel_interfaces::msg::dds_::ParameterEvent_' from USER_DATA '(null)'.
» 2025-11-19 89:48:39.473
type 'rcl_interfaces::msg::dds_::ParameterEvent_' from USER_DATA ' (null)’.
> 26825-11-19 89:40:39.467
interfaces::msg::dds_::Log_' from USER_DATA '(null)’
> 2825-11-19 89:49:39.466 |[realsense2_camera_node-1] [WARN] [1763541639.465721581]
with type 'demonstrator_msgs::msg::dds_::AppleColorDetection_' from USER_DATA °(null)’
> 2825-11-19 89:49:39.463

f2_msgs: :ms :TFMessage_' from USER_DATA '(null)’.

[realsense2_camera_node-1] [WARN] [1763541639.463198555] [rmw_cyclonedds_cpp]: Failed to parse type hash for topic 'rt/tf_static' with type 't

» 20825-11-19 89:48:39.456 [realsense2_camera_node-1] [WARN] [1763541639.455727863] [rmw_cyclonedds_cpp]: Failed to parse type hash for topic 'rt/parameter_events' with
type ‘rcl_interfaces::msg::dds_::ParameterEvent_' from USER_DATA '(null)'.
> 2025-11-19 89:40:39.455 [realsense2_camera_node-1] [WARN] [1763541639.454786166] [rmw_cyclonedds_cpp]: Failed to parse type hash for topic 'rt/parameter_events’ with
opcua_otel_bridge ©
I 2825-11-19 89:41:33.571 [2825-11-19 88:41:33.571 (UTC+@888)] info/eventloop The EventLoop has stopped
I 2025-11-19 89:41:33.571 [2025-11-19 08:41:33.571 (UTC+80@8)] info/network TCcP | Shutting down the ConnectionManager
I 2825-11-19 89:41:33.571 [2825-11-19 88:41:33.571 (UTC+88@8)] info/network uoP | Shutting down the ConnectionManager
| 2025-11-19 89:41:33.571 [2825-11-19 88:41:33.571 (UTC+08@B)] info/eventloop Stopping the EventLoop
2025-11-19 @9:41:33.571 Error: connection failure! BadConnectionRejected
I 2825-11-19 89:41:32.575 [2825-11-19 B8:41:32.575 (UTC+8888)] info/network TCP 8 | Socket closed
2025-11-19 89:41:32.575 [2025-11-19 88:41:32.575 (UTC+80@8)] info/client Client Status: ChannelState: Fresh, SessionState: Closed, ConnectStatus: BadConnection
Rejected
2025-11-19 @9:41:32.575 [2025-11-19 88:41:32.575 (UTC+0088)] ro 11 Could not open a TCP connection to the Endpoint at opc.tcp://18.28.19.50:4848
I 2025-11-19 89:41:32.575 [2025-11-19 08:41:32.575 (UTC+@eee8)] info/channel TCP 8 | SC @ | SecureChannel closed
I 2025-11-19 @9:41:32.575 [2025-11-19 08:41:32.575 (UTC+60@R)] info/network TCP 8 | The connection closes with error 111
| 2025-11-19 89:41:32.571 [2825-11-19 88:41:32.571 (UTC+6808)] info/network TCP 8 | Opening a connection to "18.28.19.58" on port 4848

Page 9

Unrestricted | © Siemens 2025 | ROSCon DE/FR 2025 Hybrid-OT Talk

Dashboard example based on Grafana:

« Performance insights on the IPC

* Docker based logs
« PLC Alarms
» Temporal relation to different errors

» Status of all Docker Containers & PLC

srl_manager
srl_joint_publisher
web_rviz
apple_detection
realsense_camera

opcua_otel_bridge
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Hybrid-OT — Main Challenges during Operation
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MAINTAIN the machine

based on Diagnostics
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SIMATIC Industrial PC

DIAGNOSE the System

What is my Issue?
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Better use Standardization & well-known Tools

Organization Machine

— O

®
® o0 e

s

Asset Administration Shell

Asset: Apple Machine

Inventory & Playbooks
oy . e
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Experience with ANSIBLE

« Comes from cloud deployment
* Agentless (only SSH and Python needed)
* Deploys containers

*  Open Architecture for further modules

v" PLC Firmware
Even less risk?

v Network

v Drives Use Ansible + Industrial EDGE
from Siemens

v' Sensors

v - CRA is coming!
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Guidelines for a happy machine

1. Reduce risk for your business (Cyber Resilience Act , Safety, hardware availability) > ROXSIE

2. Focus on your USP

3. Holistic use case view

4. Diagnose everything! — Your machine is more than ROS (Linux, PLC, Network, Scanners, Drives, ...)

5. Track installed inventory — Asset Administration Shell
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What now?

« Try out our Hybrid-OT stack at our booth

Unlock new potential by
connecting SIMATIC and ROS.

» Collaborate with us in EU projects

+ Get ROXSIE

| em—
| e—

Page 14 Unrestricted | © Siemens 2025 | ROSCon DE/FR 2025 Hybrid-OT Talk SI E M E N S



ROS-Industrial & ROSCon Talks

:ROS

N\, industrial”
&

What Industrial Automation Needs from ROS

Page 15 Unrestricted | © Siemens 2025 | ROSCon DE/FR 2025 Hybrid-OT Talk

ROSCon FR & br

From chaos to clarity: ROS 2 meets AsyncAPI
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Our Team

v Manuel Kreutz!
: - . - !
@‘ manuel.kreutz.ext@siemens.com
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Are you interested to learn more or buy it? Contact us!

ek ne
ecti

and ROS.
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